CNA NetProtect Essential™

Dentists’ Claim Scenarios

CNA NetProtect Essential™™ provides Privacy, Identity Theft and Network Security Liability coverage for any company
that relies on electronically stored information. Simple, daily tasks, such as storing sensitive information on your
network or connecting to the Internet, make your network a resource that can be exploited. Below are claim scenarios
that depict how CNA NetProtect Essential®™ may help protect your dental practice.

A dentist's practice sustains a network security breach. The system attack compromises patient records and
financial information and health benefits account data is taken. Data is resold to individuals who use benefits
information to fraudulently obtain dental services. Legitimate patients sue, seeking compensation for emotional
distress in addition to other consequential damages. The legitimate patients’ health insurance carriers sue the
dentist’s practice to recover reimbursements made for fraudulently obtained dental services.

A hacker penetrates a dentist’s network security and steals credit card information from a database containing
stored transaction data. The hacker uses the harvested information to make purchases and to fraudulently
obtain loans in each cardholder’s name. Cardholders sue the dentist to recover their cost to repair credit and
discharge fraudulent loans. They also seek damages for emotional distress. The banks who issued the cards
compromised in the attack sue the retailer to recover card reissuance and cardholder notification costs.

An offshore identity theft ring installs a keystroke logger (spyware) on a dentist’s network. The spyware captures
confidential information, including passwords, login data and account details exchanged between the dentist
and dental insurance providers or financial payment vendors handling credit card transactions. The spyware
relays this private information to the offshore theft ring. Harvested data is subsequently used to fraudulently
obtain loans in the names of the dentist's patients. The patients discover the compromise when reconciling
account statements and upon receipt of late payment notices on loans they never took out. Patients sue the
dentist for consequential damages resulting from failure to protect their private financial information.

A dental practice maintains a Web site to promote its services. An attacker defeats the site’s security and plants
a "bot” on the site. The "bot” is designed to generate Web traffic in coordination with similar “bots” installed
on other innocent sites. The Web traffic generated by all sites combined is used in a Denial of Service (DOS)
attack, which floods a security dealer’s network with enough traffic to disrupt securities transactions. The
securities dealer sues all the sites involved in the DOS attack. The suit seeks compensatory damages for lost
income resulting from the disrupted securities transactions.
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The above scenarios are offered for illustrative purposes only and are intended to provide examples of potential network security-related risks. The availability of insurance coverage for any particular risk depends on
the actual facts of each claim and application of those facts to the terms, conditions, exclusions and limitations of each individually issued insurance policy. These scenarios are not intended to state CNA's position on
coverage with respect to any actual claim. Nor should any current or prospective policyholder rely on these scenarios as a statement of coverage. Please refer to actual policies for complete details regarding the scope
and limitations of available coverage. Issuance of coverage is subject to underwriting. CNA is a registered trade mark of CNA Financial Corporation. Copyright © 2009 CNA. All rights reserved.
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